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Readme!

e A Security Engineer - over 10 years experiences in AppSec in
different industry sectors.

e 2016 - Present, OWASP as contributor on projects like MSTG, and
Leading DevSecOps Guideline project.

e Now, Senior DevSecOps Engineer @ Scoutbee GmbH

OWASP DevSecOps
Guideline




Introduction

In traditional software development, security measures were in the right side!
DevOps + Security — DevSecOps
Filling the gap!
A culture of:
o Collaboration
o  Shared responsibility
o  Continuous improvement




Pillars of DevSecOps

e People & Processes

e Tools (Technologies)

e Governance ol
DevSecOps
Governance

If you think technology can solve
your security problems, then you
don't understand the problems and
you don't understand the
technology.

— Bruce Schneiern, —
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People & Processes

e The important part! RpssaEy

e Moving to DevSecOps increasing security team workload!!
Fast Delivery

e Traditionally:

o Development -> fast delivery

o Security -> application security ‘
o Operations -> stability

App Security

e DevSecOps: Delivering secure and stable software quickly




People & Processes - 2nd

e Now; we have a shared-responsibility model.
e Processes will help people to stay involved!

Communication

Transparency Collaboration
Topics to cover here:

® Shape the team (Security Champions)

¢ Training
O Secure coding
0 Threat Modeling workshop
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° Awearnace




Technologies

e Let's make processes more practical!

e Automation is the key.

e Benefits:
o Effort _—
o Accuracy C
o Repeatability
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1ARY B

vinothkumar discovered a publicly available Github repository containinga Starbucks JumpCloud APl Key which provided a

internal system information.
@vinothkumar — thank you for reporting this vulnerability and confirming the resolution. Reportedto  Starbucks ~Managed

Secret Scanning: e

vinothkumar submitted a report to Starbucks
Summan, n Github Rey king Starbucks JumbCloud API Key Severity

Description:

The secrets should not be hard coded.
The secrets should not be unencrypted.
The secrets should not be stored in the source code. 5 . ‘ ‘

Custom data

The code history does not contain inadvertent secrets. B ,

Hostlnfor...  None

Bounty

Timespent  None

Nuclei Tem...  None

S5O Applications

Leaked JFrog Artifactory username and password exposed on GitHub - http
s:/[snapchat.jfrog.io ' Q «ivell

Participants
Researcher found valid jFrog credentials which were committed to a public Github repository of a Snap employee. This allowed access to State

internal Snap libraries/artifacts along with the ability to push updates to existing artifacts as well.
Reported to

Disclosed
kiyell submitt eport to Snapchat

Severity
bugtriage-ryan p
Weakness

staff | changed the status to ® Triaged,

Bounty

Time spent




Governance

e Measuring results
e Continuous improvement
e Compare results with expectations

Topics to cover here:

® Compliance Audit/Check

0 Policy as Code
O Security Benchmarking
O Security Standards (ISO, SOC2,

® Data Protection

® Visualisation

0 Tracking maturities

O Monitoring




Challenges and Mitigations

e Overcoming Cultural Resistance
e Seamless Tool Integration

e Addressing Compliance and Regulations




Conclusion

e DevSecOps journey, is a long-term investment!
e The good implementation makes it a cost-reduction activity.

e Shifting to the left — Catching issues as fast as possible.

“Boehm’s Curve”

People &

Governance
Process

Requirements Design Development Testing Deployment

Time of Error Discove




Q&A



Thanks

My Blog
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