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Who am I?



Atlassian in security news



Atlassian in security news



Storebrand in the cloud



SAML authentication with Microsoft Entra ID

Source: SAML authentication with Microsoft Entra ID

https://learn.microsoft.com/en-us/azure/active-directory/architecture/auth-saml


Azure AD: first steps in the authentication flow
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SSO and WAF: expected behavior

Auth: redirect

WAF: block

WAF: block



Bypass SSO



Anonymous access: information gathering over the Internet

https://www.browserling.com/



Anonymous access: create an issue



Anonymous access: create an issue



Anonymous access: search for low-hanging fruits



Impact: brute force



SAML authentication with Microsoft Entra ID



Impact: password reset (via Jira)



Impact: sign up for an account



Impact: sign up for an account



Impact: enumeration / reconnaissance



Impact: enumeration / reconnaissance



Impact: social engineering via IT support



Impact: social engineering via IT support



Impact: social engineering via IT support



Impact: social engineering via IT support



Impact: backdoor



Summary of impact
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Our greatest glory is 

not in never falling, 

but in rising every 

time we fall.

Confucius
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