


Stuck in the unpacking

0079D25F
0079D46D
0079D53A
00790573

Disassembly

ecx,ap.77672C
edx,ap. 77A384
edx,ap. 77A398
edx, ap. 77A380
edx, ap. 77A3C4
edx, ap. 77A3D8
edx,ap. 77A3F4

edx,ap. 79D6A8

P: Error creating component
Create”

Destroy”

Set”

Get"”
GetLastError™

SetEventEr
CheckIndex”
Do”

/fileupload”
L Tist.txt”

L i /a. php?task:
L : i /a. php?task:
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wget https.//x.x.x.x/list.txt -no-check-certificate




Tools of the trade

Index of /tools

Name

Last modified Size Description

& Parent Directory

£ APS.Zip

Qars/

@ Accountrestorer

¥ AutorunsPortable.zip
© AutorunsPortable/
¥ BALzp

Qe
3 ExaserPortablozip

EastCopyPortablezip
FileZillaPortablezip

20220418 18:20
20220418 18:20
20220418 16:35
2021-1201 05:22
20220418 16:35
20220424 12:09
20220418 16:35
20220424 19:13
20211201 05:25
2021-12:01 05:24

le..>2021-12.01 05:19

) GoogleChromePortable

@ GoogleChromePortable/
) HDDLLE4.40.zip
o

v

W) cloarevzip
Qcloares!
f

v

drypt setup 12 bet.>
@ dorypt setup_1.2 bet.>
disktools.zip

{) superscan zip
¥ ushdeviewx64.21p
O winlogonviewzip
) winlogonview/

¥ winrarzip

20220418 16:50
20211201 05:18
2021-12-01 05:20
20220418 16:50
20211201 05:24
20211201 05:35
20220418 16:50
20211217 17:30
2022:04-18 16:51
20211
2022:04-18 16:52
20220101 22:00
2022:04-18 16:52
20211201 05:23
20211116 21:22
20220418 18:13
20220418 18:13
20211217 17:35
20220418 16:35
20211201 05:36
20220418 16:35
20211201 05:27
20220418 16:35
20211201 05:17
20220418 16:36
20220418 17:59
20220418 17:58
20211201 05:16
20220418 18:22
2022:04-18 16:51
2022:04-18 16:52
20211201 05:34
2022:04-18 16:52
20211217 19:29
20211201 05:18
20211204 02:47
20220418 16:53
20211217 17:48

15M
1.0M
1™
113M
776K
16M

23M
71K

30M

21120:10653M

100K
am

M
2M

15M
874K

29M

H

31M
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Threat actors hates VSS

Current
Current!

dmin
pause

taskkill
start

rting” /v

[HKEY_LOCAL_MACHINE
"DisableAntiSp
"DisableRoutinelyTaking

FenderApi
nderaudit

/1

/d 4" 7§

/d s [f

D /d 4" /f
D
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Threat actors hates VSS part 2

':hmeﬁt§$ ﬁﬁfhon3 d

: 29.11.2818 - Veloci
ot WScript.Arguments.Named.Exists en
CreateObject("Shell.Application") .St e WSscript.FullName _
, """ & Wscript.scriptFullName & """ /felevate", "", "runas", 1
WScript.Quit

Shell = WScript.Cre = ("WScript.Shell")
11.run “"powershell et-MpPreference -DisableRealtimeMonitoring $True" , © , True
oshell = Nothing

x=msgbox ("Windows Defender devre disi Birakildi®" ,©, "www.sordum.net")
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Stopping things

stop bat |
net
net
net
net
net s dmin /vy
MET oP ERVERAGENT /vy

MET STOP SQLSERVER /[y




ClearLock

|

|

|
1 1_1 _
By Jonathan Holmgren (Homes3Z)

ClearLock is a transparent screen locker aimed to make the
computer tech/system admin's live easier ing a way to
to a computer while still allewing you to see what i
portable an can be

run in a PE enviromment or on a live system without leaving anything behind.

sable input
is completely

going on. I

ClearLock is freeware and is distributed AS IS withecut any warrenty expressed or

implied.

Commandline S ches

clearlock.exe /setpassword [password] - display a dialog to configure a password
rd]
mmand line no dialeg is shown.

£ no password is configured you will be asked to configure one upon runni

bt
ClearLock for the fist time. You must make sure Clearlock is in a writable locat
ion!

clearlock.exe /config - opens @ dialog for configuring options

You can also customize ClearLock by creating/editing
ClearLock.ini located in the same directory as ClearLock.exe
All fields are optiecnal.

ClearLock]
;Password hash generated by clearlock.exe /setpassword or /config
Password=

;Change message displayed on the lock screen
DispMs

iChange color of solid lock screen or tint of transparent lock screen [RGB hex c
olor in the form of 0x000000 (default)]
Color:

set to 0 to allow screem saver [default 1]
DisableScreenSaver=

lue:0-255; 255 = Sclid, 0 = Invisible [default is 100]

;set to 1 to show a background image set with BackgroundImage parameter. [defaul
t 0]
ShowBackgroum
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ClearLock

SOPHOS NEWS Products & Services  Security Operations ( ThreatResearch ) AlResearch  Naked Security  Sophos Life

/A ©

Sophos ’ 3

Kops

All your files have been encrypted! 2

R ave been encrypted due to a security problem with your PC. If you want to restore them, write us to the e mail 5
decrypton n Becons. The prce depends on how fast you wrte to us. ARter payment we wil send you the decrypton tool that wil dearypt al your fles

Color by numbers: inside a Dharma
ransomware-as-a-service attack

Written by Sean Gallagher

AUGUST 12,2020

54

55

56

Runs rdclip.exe, the Remote Desktop shared clipboard.
Reboots the computer.

Copies and executes ClearLock.exe, a screen locker.

‘% Toolbox 27.01.2020

WORKGROUP : WORKGROUP

oft Windows 7 Professional
dministrator. Have fun, br

Running Windows Defender
Menu: 56

Please choose an unlock

Passwe
Confir
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ClearLock

ClearlLock

The Computer is locked.
Enter your password to continue.
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C I e a I LO C k @ myAutZExe »The Open Source AutolT/AutoHotKey script decompiler< - dmod 212 ... — O *

Tools  BugFix Info  Scan File

File ar Folder: IE'\Ma\ware\tnnls\clearav\claar\nck-T -4-0-erhxbasClearlock exe

Decoded Scrpt results [tuncated at MAK_INT chars)

HNaTraylcon

HR egion

HautoltIwrapper_icon=ResoucesilcontClearLocklcon.ico

Hautolt A rapper_outfile=Bin\ClearLock. exe

Houtolt 3w/ rapper_Res_Comment=This program is freeware and is distributed A5 |5 without any warrenty expressed or impliec

’ HautoltIw'rapper_Res_Description=Transparent Screen Lock
File name Hautoltwrapper_Res_Fileversion=1.4.0.0
. Mahare e ar ey fdeariock e B4 Clea HautaltIwrapper_Res_LegalCopyright=2" 2010.Jonathan Halmgren [Homes32]
C:/Malwaretools/clearev/dearlock-1-4-0-en/x64/ClearLock. PREL_MEs_LEqaLoOpYIg =
et oot icer o el Sy e o Hautoltwrapper_Res_Language=1033
Ere y Howutolt 3w rapper_Res_Field=Compile D ate[%longdate?, %time

HautoltIwrapper_Res_Field=CompanyM ame|Swan River Computers
Houtoltw/rapper_Res_File_Add=ResourcesywiayNEmonway, sound, ERROR_way

HautoltIwrapper_Res_File_a esources Wik Locked wav, sound, LOCKED_wWaY
Hautoltwrapper_Res_File_sdd=Fesources\BMPB anner.bmp, rt_bitmap, MainHeader

HautoltIwrapper_Run_Obfuscator=y

HObfuscator_Parameters=/stiponlyincludes

HEndFegion

Hregion #HHEour not suppost to be herel o are not allowed to decompils or modity this program without the suthor's perr

£ >
= = = . - Autarnated wn log
: Trving run with default; Autolt3_ w2007+
. . . . MD5 Pazsword hash: SDOBSE2B9FE 364D CE1EBOB DOFAFFADSE
compiler Microsoft Visual CfC++ (200 Autarnation run complete Success = Tiue
. - . - Time: 1.359 seconds
linker Microsoft Linker(9.0)[GUIE4] Saving Logdata to : C:A\Makwarshtoolshclearevhclearlock-1-4-0-entwB443-27-23 16.51.2_ClearLoc_auto.lag
overlay Autolt v3 compiled script(-)[-]
Runlog
A
Seperating Includes of : C:hM ahwarehtoolshclearevhclearlock-1-4-0-en'wB44ClearLock_restore_restore.au3
55204 bytes loaded.
Tesling for TextFile...
Done. [Textfle=True]
Time = 1,369 seconds Success = True v

< >

I Dan't delete temp files [far ex. StartOffset l:l <€ fhicre Dphons >

compressed scriptdata)

[ Verbose Mode
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ClearLock

; BFUNCTION# ==== = ==== === = ==== ==== === ==== ===
; Name...........: gﬁqﬁamgﬂiqgﬁ

; Description ...: An ased string encryption function.

; Syntax.........: _StringEncrypt(§i_Encrypt, $s EncryptText, $s_EncryptPassword[, $i_Encryptlevel = 1])
; Parameters ....: $i_Encrypt - 1 to encrypt, @ to decrypt.

g $s_EncrypitText - Text to encrypt/decrypt.

g $s_EncryptPassword - Password to encrypt/decrypt with.

g $i_Encryptlevel - Optional: Level to encrypt/decrypt. Default = 1

; Return values .: Success - The Encrypted/Decrypted string.

; Failure - Blank string and @error = 1

; Author ........: Wes Wolfe-Wolvereness <Weswolf at aol dot com>

Modified.......
Remarks .......
Related ...
Tk ..ok
Example .......

~a

WARNING: This function has an extreme timespan if the encryption level or encrypted string are too large!

~a

~a

.

Yes

.
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ClearLoc

ENDIF
ENDFUNC
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ClearLock

length: 841 =
lines: & + O3 § =

Recipe

Subsection TOSTRING( "@x436FEDE2617428436FBCE46375747321")

Section (reqex)

ox[A-FB-91{7,} 7769746826796F752126444141414D4D4E4E2121")

Case sensitive matching Global matching
77686F206F72207768617428746869732060733F")
Ox426F776162756E676121")
From Hex
Delimiter
Auto

time: Sms

length: G20 B |_|:| M| o

lines:

t Coldcuts!™)

ere! I'm not finished with you! DAMAMMNN!!™)
I...Chevy Mova?")

dy have any idea about who or what this is?")

)



|sass.exe

¥¥ clear_log_by_xaker01

OyucTute Morwm
Ceivac!

3anyctuTe Taiimep
|1 oYnCTUTE norK

Brntount Lmkn
CuncTen HypHana

xaker0l 2011
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Sass.exe

4

eighteen

clear_log_by_xaker0l (4ncTka noros Ha Oefuke)

1) Cpasy ynanseT norv u3 [leamka

TV maAwrLA AA AR LSO Cnaran Mlravuuna—TAAMMANUrsrruan) 4 S3AUFTIATL T3HMan FArns AnARnaT 3T ravvuno RunaT

clear_log_by xaker01 (clearing logs on Dedic)

1) Immediately removes logs from Dedic

you can write a number next to it (1 s d = 1000 milliseconds) and start a timer when these seconds pass, all logs will be
deleted (the function is useful so as not to leave a trace when exiting in the lo clicked on the button and exit
3) The delete cycle, that is, after pressing this button, the logs will be clea y < you to use it because
sometimes the admin logs on to the grandfather and you fly out and the logs cannot be cleared.
And this function will work until you turn off the program )

By the way, plus the program, if it does not find the in the C drive, then it looks for them through the stry path and
deletes everything exactly!

Cleaner V2.2

what's new?

+Minimize to tray

+buttons are translated under windows style of glitches will not be
+now after the timer starts, the program will delete the Ic and close.
+ acceleration of cleaning logs in a cycle

Recommended to run With admin rights

TRUESEC



|sass.exe

Each objLogfile in collogFiles
If objLogFile.FileSize > 1 Then
strBacku

Dhj_DgFilu.ClthEUEﬂt_uE
End If

TRUESEC



Password protected

C\Malware\tools\HDDLLF 4.40.zip\

File Edit View Favorites Tools Help

Zip files

b o= v o o= X i

Add  Extract Test Copy Move Delete Info

7 | c\Malware\tool\ HDDLLF.4.40.2ip\

MName Size Packed Size

"HDDLLF 440 ; 2046 464 794111

HashhMyFiles

CRC  Modified Created Accessed

37TOCESF 2])21—12-01 1317 2021-12-01 1317 2021-12-01 1317

File Edit Wiew Options Help

a0 =Q &

2

Filename ~

> | HDDLLF.4.40.exe

MD3 SHA1

I0cesf b57eed1b7cd5c2808db9bbb83b528231 b9fb0256d49a13b21fbedba%935200de1532bf69
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Oneliners

@ bash shell

Autoruns/Autoruns.exe

F21
unsPortabl Autorun: Autoruns
50

JAutoruns/autorunsc. e

Autoruns/autorunsct4.exe

raser.exe

raserl.

‘eraser/ErscChk.

table

p/Fast(

FastCopy/Fast«

table. ex

Filezilla/filezilla.exe

foriin *.zip;do 7z | $i -slt | grep -E -A10 'Path.*.exe' | grep -E 'Path | ASize| CRC';done
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Agents - agent 1

@) o v
% @& gg;zzecolon %Ogle servers

(&) Dropped files % Scarabs colon-izing vulnerable servers

Ld
“ @ Contacted donjains
. Collec% cosmicbeetle

% Hakuna matata

g @ Conta( @ nls

_.: .

-' ( ontacted ips ®

= Pe vaLuce children
undl F”_E les

EDLL
PEDI.I. FILE

FILE

—_—



Agents - agent 1

Connectivity

Check
Status : NOT CHECKED

log

| Not:l

Install

Check
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Agents - agent 2

=
4 (D 4 security vendors and 1 sandbox flagged this il as malicious
167
Ao
posse (et (bobach G
CommunityScore
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Crowdsourced IDS rules ©
IGHO  MEDIUM2  LOW3  INFOO

/A Matches rule PROTOCOL-ICMP Unusual PING detected at Snort registered user ruleset
Y successful-recon-imited

A THER reply memory t
Y misc-attack

Matches rule PROTOCOL-ICMP PING Windows at Snort registered user ruleset
b misc-activity

Matches rule
b misc-activity

OTOCOL-ICMP PING at Snort registered user ruleset

>

Matches rule PROTOCOL-ICMP Echo Reply at Snort registered user ruleset

b misc-activity

Dynamic Analysis Sandbox Detections ©

/A, The sandbox DrlWeb vxCube flags this file as: MALWARE

Security vendors' analysis

Jiangrmin (@ sackdoorMsIL e
SecureAge (@ Maicious

Acronis (Static ML) (@ Undetected
AnnLab-va @ undetected
Alvac @ Undetected
Avcabit (@) Undetected

Avira (no cloud) (©) Undetected

BitDefender (©) Undetected

Bikav Pro

®

Undetected

cve-2014-3931  exploit

C*Reanalyze = Similar ~  More ~

Size
700 M8

Last Analysis Date 1 &
Tyearago EXE

® Viewrule ) View matches

Do you want to automate checks?

VBA32

Ad-Aware

Alibaba

Antiy-AVL

Avast

Baidu

BitDefenderTheta

ClamAv

 sen

(D BScopeAdvare presenoker

(©) Undetected

@ Undetected

Undetected
(@) Undetecte
() Undetected
(@) Undetected

Undetected
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Agents - agent 2

[BI-1Agent64.exe (6956)
# Mirrinst64.exe (5328) |DemoForge Mirror Driver Installer
& Agent32.exe (2192)

[= [ svchostexe (4776) Host Process for Windows Services

" Drvinstexe (6640) Driver Installation Module

" Drvinstexe (4756) Driver Installation Module
[WIsass.exe (768) Local Security Authority Process
vm3dservice.exe (3024)  |VMware SVGA Helper Service

) vmtoolsd.exe (6208) 'VMware Tools Core Service
= £7 Procmon.exe (4520) Process Monitor
£) Procmon64.exe (332) |Process Monitor
1% ProcessHacker.exe (672 Process Hacker
= AE.exe (5264)
QAgenBZ.exe (2904)
% Agent32 exe (6348)
% Agent32.exe (4536)
% Agent32.exe (4732)

dashostexe (4004) Device Association Framework Provider Host
[# ctimon.exe (4560) CTF Loader
= ' Explorer.EXE (1956) Windows Explorer

C:\Program Files (x86)\IntelliAdmin5\Server5\Agent64.exe
\Program Files (x86)\l \I ¥ . DemoForge. LLC.
“\Program Files (x86)\IntelliAdmin5\Server5\Agent32.exe | ]

ci\windows\system32\svchost exe [ Microsoft Corporation

C:\WINDOWS\system32\Drvinstexe | Microsoft Corporation

C:\WINDOWS\system32\Drvinstexe . Microsoft Corporation

C:\WINDOWS\system32\Isass.exe [ Microsoft Corporation

C:\WINDOWS\system32\vm3dservice.exe T VMware, Inc.

C:\WINDOWS\system32\dashost exe [ Microsoft Corporation

C:\WINDOWS\system32\ctimon.exe [ Microsoft Corporation

C:\WINDOWS\Explorer.EXE [ Microsoft Corporation

C:\Program F \ T exe P VMware, Inc.

C:\Program Files (x86)\Process Monitor\Procmon.exe

C:\Users\REM\AppData\Local\Temp\Procmon64.exe

[ Sysinternals - www.sysinternals.

com

y WWW.
[ iR

C:\Program Filas\Praracs Harker 2\PrarassHackar ava

g}g{s‘gf Local Disk (C) > Program Files (x@6) > IntelliAdmins »> Servers

CAProgri A [ Name - Date modified Type Size

C:\Progr:

C:\Progr: MirrorDriver 8/15/20228:57AM _ File folder

Updates 8/15/2022857AM  File folder

@ Agenti2exe 8/15/20228:57AM  Application 1,946 K8
@ Agentbd.exe 8/15/20228:57AM  Application 2,026 KB
[5] AgentcaD32.dll 8/15/20228:57AM  Application extens... 1778
[5] AgentcaDs4.dil 8/15/20228:57AM  Application extens... 196 KB
[5] AgentHooks2.dil 8/15/20228:57AM  Application extens... 178
[5] AgentHooksa.dil 8/15/20228:57AM  Application extens... 140KB
@ AgentSettings.exe 8/15/20228:57AM  Application 1,915K8
Q@ AgentTray.exe 8/15/20228:57AM  Application 1,528K8
& AgentUninstall.exe 8/15/20228:57AM  Application 484K8
@ ConnectionStatus.exe 8/15/20228:57AM  Application 1,584 K8
(& Logt 8/15/2022904AM  TXT File 5K
3 NetRoute32.dil 8/15/20228:57AM  Application extens... 376 K8
5] NetRoutes4.dil 8/15/20228:57AM  Application extens... 463K8
5] NewaPIz2.dil 8/15/20228:57AM  Application extens... 287k8
5] NewaPIsa.dil 8/15/20228:57AM  Application extens... 338K8
5] sqlite3.di 8/15/20228:57AM  Application extens... 500 KB

[Z] Uninstall.bat 8/15/2022 8:57AM  Windows Batch File 1KB

v O

com
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Agents - agent 2

NS

IntelliAdmin

Product Links

- Home

* Screen shots
- Download

* Purchase

* Manual

- Comparison

News And Tips
+ Remote Control 5.6
Released

+ Remote Control 5.4 MSI
Distribution

* Remote Control 5.4
Distribution Update

+ Remote Control 5.4
Released

+ Remote Control Beta 2
Release:

Home Downloads | Products Tips Support

ur network, or across world

BUY IT TODAY! DOWNLOAD
$259 US FREE TRIAL TODAY!

Remote Control 5

A remote assistance solution designed for network administrators.

€ IntelliAdmin Remote Control

Action:
Remote Control v

Computer to controt:

v Fng

Connect Close Help Setiings

Windows 10, Windows 8, Vista, Windows 2008, Windows 7, and 64 bit
compatible

Not an afterthought, but designed from the ground up to support the latest offerings
from Microsoft. Got Windows XP machines? We support those too.

Find computers in seconds
QOur super fast search will help you find computers in seconds. Just start typing and

it will do its magic. It has been tested it with over 10,000 computer names and it still
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Agents - agent 2

& community.spiceworks.com,

Home > Water Cooler > Water Cooler

Steve Wiseman from Intelliadmin passed?
42PM

Posted by DarienA pr 12th, 20

Water Cooler
Is anyone familiar with this firm? They make a variety of PC related utilities, some remote control/access products, a
usb disabling product. I've dealt with them on and off over the years even chatted with Steve via email a few times.
Anyway one of my support folks reach out to Intelliadmin to ask some config questions about our usb disabler
deployment and was told that Steve had passed and he was the lead on that product so they are really at a standstill
in terms of answering questions etc...

| can't find anything on the interwebs about his passing so just curious to know if anyone else has heard the same
thing...

# Spice(5) | | 4 Reply (5) DarienA
THAI PEPPER
R Report -4



Agents - agent

MirrorDriver
Updates

@ agentizece

@ Agentéiece
AgentCAD32
AgentCADBAdI
AgentHook32al
AgentHooks.dl

@ Agentsettings.exe

@ AgentTray.cce

@ AgentUninstalexe

@ ConnectionStatus.exe 7 AN

NetRoute32 i
NetRoutesd.di
NewaPi2ll
NewaPisdl
saltel

(=] Uninstall.bat

@ server setings

o

@
(¢

<
e S\,

Status Log  About

Enterprise Server Status

Status:

Connecting to server...

Connections

Help

e IntelliAdmin

2

Solutions for Network Administrators

oK Cancel Apply

Reflector Client Started
egis s changed. Reload.

r Port Ch

ck Complete
ecting to reflector

Reflector Status: Offli:

length: 13,693 lines 11 Col:1 Sel:0]0
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Remote admin tools
2 S

I have put together this list of Remote Admin tools that are abused by
threat actors, thanks to @jamieantisocial and @SwiftOnSecurity for a
great thread.

Please feel to contribute for the ones | missed!

Ammyy

AnyDesk

Atera

Chrome Remote Desktop
ConnectWise

Dameware

5:14 PM - Aug 11, 2022

167 Reposts 11 Quotes 613 Likes 270 Bookmarks

o QT Q [ 270

>
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Remote admin tools

LEGITIMATE RATS: A COMPREHENSIVE
FORENSIC ANALYSIS OF THE USUAL SUSPECTS

Written by Théo Letailleur - 20/10/2022 - in CSIRT - Download

Legitimate remote access tools are more and more part of threat actors toolbox: in order to gain remote access on targets,
keep persistence, deploy malicious payload as well as leveraging trusted connections between an IT provider and its
customers. Therefore, detection and incident response teams must have a good grasp on traces left by those tools on the

system.

In this context, this article aims to collect host forensic evidence of four famous legitimate remote access tools.

INTRODUCTION

The purpose of this article is to detail the artefacts left by a third-party remote access tool during its setup and use. A third-party
remote access tool allows people not physically in contact with a device to control, interact with it, and see its screen. Tools that do

not allow a visual interaction such as PsExec are not included in this study.

The motivation to do this study came from a tweet made by @IcsNick, listing "Remote Admin Tools that are abused by threat
actors"! Indeed, threat actors leverage these legitimate tools to perform several actions: obtaining remote access on the device and
a persistence, pushing scripts and other tools, as well as performing lateral movement towards other devices of linked corporate
information systems (e.g. between an IT provider and its customers). Therefore, based on IcsNick's comprehensive list and other
public investigation reports, we decided to analyse a few of them - as a starter - in order to fully understand what artefacts are
generated from these tools. The results are used to automating their detection during our investigations in order to speed up the
process and spot interesting log files. Of course the forensic or SOC analyst would still have the task to determine whether those

tools have been used legitimately by the IT team, or by malicious actors.

In this article, the artefacts of four remote admin tools will be described: TeamViewer, AnyDesk, Atera, and SplashTop. Also, the
focus will be on the Windows platform. There might be a part 2 of this article describing other tools, and artefacts left on other
platforms (e.g. Mac and GNU/Linux). ConnectWise (formerly known as ScreenConnect) which is also appearing in the meme, as

already been thoroughly described in other articles®>. Finally, since Atera agent installer embeds SplashTop, they will be both
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Threat intel - IntelliAdmin

ttttttttttttttttt

CW:e IntelliAdmin
3®3 Remote Admini
Please en i

ter your invitation code below:



Threat intel - IntelliAdmin

Raw Data [f] 'O History

3 Regular View

5% Open Ports

nﬂﬂ o ﬁ -

>_RawData ExpandAll Collapse All Copy to Clipboard

£
area_code : null,

548080",

asn

city : "Moscow",

country_code :

country_name : “Russian Federatiol

Sdata : [

7 _shodan : {

asn : "AS48080",
Bepe : [ -1,

Dcpe23 : [ .. 1.

988b9a6d4a8089daa2c72bd7a730540; path=/; secure Content-type: text/html *,

data : "HTTP/1.1 200 OK Set-Cookie: ia_session_il

domains © 1,
hash : -581275463,

hostnames : [1,
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Threat intel - IntelliAdmin

'® SHODAN Explore  Downloads [SEVIEI  Set-Cookie: ia_session_id

&4 view Report & Download Results . Historical Trend (11 Vie

on Map

New Servic

Keep track of what you have connected to the Internet. Check out Shodan Monitor

E: 173.95.82.57 7

s e § & ssL Certiicate HITP/1.1 200 0K
¥ b Jssud By: Set-Cookie: ia_session_i0=3644309c395893a02220C1113423087c; path=/; secure
% . . coman e Conten-ype: sttt
L 4 POLARS C " [T ——
NSULTANTS N Secure senver
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Summery

" Leverage the threat actors weaknesses to build threat
intel

" Threat actors usually reuse tooling, detection
engineering is very important

* Blue team always win :)




Thank You!
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