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Agenda

▪ How did TI&A identify the attack? 

▪ Incident Response

▪ Threat Intelligence proactive techniques



THREAT INTELLIGENCE
&ATTRIBUTION



TI nowadays

An adversary prepares infrastructure 1

An adversary conducts attack 2

A victim didn’t detect the attack3

A victim detected the attack4

Threat intelligence provider

IOCs



What we want?

Target: identify C&C servers (IP or domain name) before the attack

Input: IP address or domain name

Required: 

• Opened ports

• Responses on opened ports

• SSL certificates

• Domain’s registration information

• Logic or hypothesis

Output: attribution



Login page



SystemBC

• At the first launch it creates hidden scheduled task with 2-minute 
interval to start itself with argument "start".

• When the bot is executed from scheduled task (with "start" 
argument), it collects the following information and then sends it 
to it’s C&C:
• The active Windows user name
• The Windows build number for the infected system
• A WOW process check (whether the OS on the infected 

system is 32-bit or 64-bit)
• The volume serial number.

• The collected data is RC4-encrypted with a hard-coded key before 
it is sent it to C&C.

• SystemBC may receive the following commands from C&C:
• Download payload by URL and execute it ("exe", "vbs", 

"bat", "cmd", "ps1"). Downloaded payload is saved to TEMP 
directory under a random name

• Work as proxy (connect & send some info)



INCIDENT



SystemBC C&C identified

Group-IB Graph



SystemBC: panel inside



Let’s identify victims

What we have:

• Domain name
• Computer name
• User name
• External IP -> country



INCIDENT RESPONSE
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Cyber Killchain. Where are we?

We’re here
Detected by GiB
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How much time do we have?

Usually, all Ransomeware 

Incident Responses start here

128

We have so much time before encryption



First findings 

▪ Powershell  to dump 
credentials

▪ Netscan.exe



Discovery tool at 19:57



Two questions



Answers

2. Why clean all the logs so early? Because the first intruder tried to clean traces! 



What did they do from17.12 to 20.12

Name Description

Advanced_Port_Scanner_2.5.3869.exe Network scanner

backup.bat Bash script to delete backups

PsExec.exe and PsExec64.exe a legitimate utility enabling the threat actors to

execute files on remote hosts

tni-setup430_4113.exe Multipurpose tool for network inventory (scanning)

WebBrowserPassView.exe Web Browser Password Viewer

netpass (1).exe Recovering locally stored passwords for network 

computers



What did they do on 20.12.2021

•

•

•

•

➢

➢

➢



What did they do on 20.12.2021



What did they do on 20.12.2021

•

•

•



21.12.2021 Second threat actor

1st threat actor 2nd threat actor

Advanced_Port_Scanner_2.5.3869.exe AdvancedSERG_Port_Scanner_2.5.3581exe

WebBrowserPassView.exe WebBrowserPassView.exe

netpass (1).exe netpass.exe



Partner Programs 



2 actor 21.12.2021

•

•

•

•

•



More tools? But why?



More tools uploaded on 24.12.2021? But why?



Because we’re in! IR started 24.12.2021



GiB vs Threat Actor fight

NOPE



GiB vs Threat Actor fight

OH! There’re GROUP-IB EDR!  Release the KRAKEN !!!



GiB vs Threat Actor fight



Attribution



Ransomware

- CUBA

MLOCK -



Let’s reconstruct the whole picture

Reconnaissance and 
initial access

Probably scanning internet and bruteforce Open RDP on server 

Delivery and execution
Upload mimikatz, Advanced IP Scanner,  Total Network Inventory 
and password-stealing tools

Discovery and 

Lateral Movement

Advanced IP Scanner  + SoftPerfect netScanner+ SyStemBC + 
CobaltStrike

Actions on objectives Attempts to avoid defence + Panic and Sadness



Conclusions about IR



QUESTIONS?
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