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An adversary prepares infrastructure

An adversary conducts attack

A victim didn’t detect the attack

A victim detected the attack

-

Threat intelligence provider




What we want?

Target: identify C&C servers (IP or domain name) before the attack
Input: IP address or domain name

Required:

* Opened ports

Responses on opened ports

SSL certificates

Domain’s registration information
Logic or hypothesis
| S
Output: attribution PNy




Login page

By psevdo,

- 2 3 a 5 6

psevdo

Password: |

petabyte
LA Ll L]

Profile

Nickname
Activity
Language
Contacts

Announcements on forums

Accounts on underground forums

Seller
o5

Joined

Activity

psevdo

Selling of socks5 backconnect module (SystemBC)

Russian, English

Jabber: socks5_be@ exploit].]im support @backconnect.Jorg
hxxps://exploitingx4sjro[.]Jonion/topic/143202/

URL Registration date Messages

hxxps://exploitingx4sjro[.Jonion/profile/45104-psevdo/ 31.07.2012 310

[MPOAAXA] socks5 backconnect module

Reply to this topic

Tema obGHoBneHa 5 gexabpa 2020

npoaat socksS backconnect cucremy

eCcnu UCNoNbL308aTh NPUBATHLIE COKCbI 3aMeCTo nabnuk CEpPBUCOB 3aMETHO NOoBbIWaeTCA OTAaYa
cucteMa paspaboTana Ha accembnepe. BbICOKan CKOPOCTb MUHUMaNbHLIA pasMep

cucTema Tectuposanach Gonee roaa. Gbino HUCNpasneHo MHOro ownbok u HEAO4YETOB

COCTOMT U3:

K/IMEHTCKan 4acTb

- socks.exe - He CKPbIBAeTCA OT AUCNeTYepa. MUHMMANbHAA Harpy3Ka Ha as AeTeKTol. noaaepxka XP u sbiwe (win 10
+ windows server)

- socks.dll - otaeneHas cbopka 8 suae dil (ans wrxekTa 8 Baw 60T)

sec dannos

socks.exe 14 kb

socks32.dll 14 kb

socks64.dll 18 kb

MMEETCR aBTO3anyCK. NoCNe nepesarpysxu NK COKCbl BO3BPALIAOTCA.

OTCTYK NpuMepHO 70% NOCNe HOpM KpunTta.

cucTeMa paboTaeT B MHOrONOTOMHOM PeXMME YTO AaeT BbICOKUIA NPUPOCT K CKOPOCTH COKCa
CKaH paHTanMa nocne Hopm Kpunta https://dyncheck.com/scan/id/8772793e688ddd5a903d5b279¢cc30449

NanuTCa TONbKO HOA32




SystemBC

At the first launch it creates hidden scheduled task with 2-minute o~ 15 [GetTemppatha(Ex2000
interval to start itself with argument "start". 19 = "\ ’

/19 + 13
rand(4) + 4;

When the bot is executed from scheduled task (with "start"
argument), it collects the following information and then sends it Tv20t+ = rand(24) + @x6l;

to it’s C&C: P
. . while ( w21 });
The active Windows user name *y20 = 46;

H H . 22 = 1 extension);
The Windows build number for the infected system S S 1,

A WOW process check (whether the OS on the infected write file(tempbuf, lpBuffer,

23 = w17 + 512;
system is 32-bit or 64-bit) do
The volume serial number. while ( 1= 1);

E L' = E‘;

The collected data is RC4-encrypted with a hard-coded key before if ( ext
itis sent it to C&C. L

Fyd3+ = rand(24) + 97;

1sion[@] == "lsp' )

gmemcpy (aWindowstyleHid, v17 + 1824, @x26u);

25 = strlen(tempbuf);

SystemBC may receive the following commands from C&C: o e aeay < s
 Download payload by URL and execute it ("exe", "vbs", qmemcpy_(tempbuf, v17 + 1062, v25);
" non non " . run_process(vl? + 512, 28, aPowershell, v17 + 1824, 1, @);
bat", "cmd", "ps1"). Downloaded payload is saved to TEMP }
glse

directory under a random name ‘

Work as proxy (connect & send some info) } run_process(vi/ + 512, 20, terpbuf, @, 1, @);
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SystemBC C&C identifi

0014...1664

1P
130.185.250.171
L

1557...f619

www

transfinance.com.ua -

6d39...6554

Communicating Files

Scanned

2022-03-21
2022-03-24
2022-01-13
2021-02-02

2

Detections
0/68

/69

NLBrute

8d37...94ab

555e...823d
00c1...a1b6
SystemBC Login ¥

ETAG
©581...f535
8ddf4291b4f5d61:0
SystemBC

SSL

b1d3..fe8f

o

92.53.90.84

Cabalt Strike

Balbes|

SSL
a169..1445
SSL

O

2998...2fef

8345...f2e5

Mimikatz

Group-IB Graph

Type
Win32 EXE
Win32 EXE
ZIP

Win32 EXE

Name
C\Program Files\Bitcoinvdaemon'bitcoind.exe

c\programdatai\microsoffwindowshstart menu\programsistartup'wmmanagedsetup.exe
btcd-windows-386-v0.22.0-beta.zip

abfeech740f1fe005dic563c9a9313ced01c303dae2608{36efcd? 1fd3b084cd

\_\} 55 security vendors and 1 sandbox flagged this file as malicious

2190da6517ba31d42cd907480ded408e711761fb727c89baef8212040485365a 13.50 KB

ciprogramdata\microsoftwindows\start menu\programshstartup\wmmanagedsetup.exe

cve-1993-0016  direct-cpu-clock-access  exploit  peexe  runfime-modules

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o

Crowdsourced YARA Rules

Matches rule
https://github.com/Neo23x0/signature-base
Ly Detects unpacked SystemBC module as used by Emotet in March 2022

by Thomas Barabosch, Deutsche Telekom Security from ruleset crime_emotet at

Matches rule by @bartblaze from ruleset SystemBC at hitps:
Ly identifies SystemBGC RAT, Socks proxy version.

ithub.com/bartblaze/Yara-rules

Matches rule by
Ly Iden|

@bartblaze from ruleset SystemBG at https://github.com/bartblaze/Yara-rules
os SystemBC RAT, decrypted config

Matches rule
Ly Detects SystemBC

by ditekSHen from ruleset malware at https:/github.com/ditekshen/detection

Crowdsourced Sigma Rules

CRITICAL O HIGH 307

A, 2 matches for rule
Ly Detects a cor

@neuSron, Florian Roth, Jonhnathan ... from Sigma Integrated Rule Set (GitHub)
any ETW i ndicate a logging

305 matches for rule

by Ecco, Daniil Yugoslavskiy, oscd.com... from Sigma

on of eventlogs uwing wey c. Might be used by ransomwares

1 match for rule
Adversaries may in:
Ly servers.

by oscd.community, @redcanary, Zach S,
a root certificate on a compromised syslen

from Sigma Integrated Rule Set (GitHub)

to avoid wa. rhen conne o adversary controlled web

2 matches for rule by Victor Sergeev, Daniil Yugoslavskiy, G..

Ly Detects modification of autostart extensibility point (ASEF) in reg

from Sigma Integrated Rule Set (GitHub)

1 match for rule
Ly This ru

by Teymur Kheirkhabarov (idea), Mangal.
e (msiexec.exe,

from Sigma Integrated Rule Set (GitHub)

oks for Windows ackages with SYSTEM |

v See all

2022-03-24 23:00:34 UTC




SystemBC: panel inside

RAW DATA

Country: |

Region: |

City: |

ONLINE: 47 OFFLINE: 580

92.53.90.84:4097

92.53.90.84:4126

92.53.90.84:4128

92.53.90.84:4131

92.53.90.84:4150

92.53.90.84:4158

92.53.90.84:4159

92.53.90.84:4189

92.53.90.84:4230

92.53.90.84:4276

92.53.90.84:4280

92.53.90.84:4317

92.53.90.84:4318

92.53.90.84:4428

92.53.90.84:4458

Windows 7 x64

build #19043 x64

Windows 7, Service Pack 1
%64

Windows 10, Update 1 x64

build #19042 x64

Windows 7, Service Pack 1
%64

build #19043 x64
build #19043 x64
build #19044 x64
Windows 10, Update 1 x64

Windows 10 (1607) x64

Windows 7, Service Pack 1
x64

Windows 10, Update 1 x64
Windows 10 (1607) x64

Windows 10 (1607) x64

180, Italy,,,
134, Hong Kong,Eastern,North Point,

34 Hong Kong,Eastern,North Point,

141,Canada,Prince Edward
lottetown,C1A

1,Australia,New South Wales,Little Bay,2036
198, United States,,,
J34,Hong Kong, Eastern,North Point,
).62 United States, Texas,Georgetown, 78628
3,Portugal,Lisbon,Lisbon,1249-289
[ italy,,,
4,5ri Lanka, Colombo District,Colombo,00100
211,Canada,Manitoba, Winkler, R6W
18,Canada,British Columbia,Nanaimo,V9S
9,Belgium,East Flanders Province,Ghent, 9000

| ltaly,,,

UPTIME:
29:37.37
UPTIME:
337:27:15
UPTIME:
340:00:15
UPTIME:
71:40:47
UPTIME:
54:50:50
UPTIME:
160:06:25
UPTIME:
74:04:05
UPTIME:
296:15:40
UPTIME:
109:14:53
UPTIME:
20:01:28
UPTIME:
58:45:20
UPTIME:
218:19:34
UPTIME:
56:48.05
UPTIME:
13:49:28
UPTIME:
20:01:28

AUTH ON/OEF
AUTH ON/OFF

AUTH ON/OFF

LOADER

DELETE

LOADER

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE
DELETE

DELETE

LOADER
LOADER

LOADER

DELETE

LOADER

DELETE

LOADER

DELETE

LOADER

Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment
Add
comment




Let’s identify victims

What we have:

Domain name
Computer name
User name

External IP -> country

IP

86l 13.29

e— CENTRE FOR
CYBER SECURITY
BELGIUM

WwWW

S istatic. hosted. by N
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I Cyber Kilichain. Where are we?

@O (D)

Initial Execution Persistence Privilege Defense Credential
Access Escalation Evasion Access
(7 {8 O 10 ) 12
Discovery Collection Exfiltration Command Impact
and Control

eeeesssessssasssecnsccncssssssssssanens Detected by GiB



I How much time do we have?

O ()

Initial Execution Persistence Privilege Defense Credential
Access Escalation Evasion Access
$ 8 O 10 ) 1z
Discovery Lateral Collection Exfiltration Command

Movement and Control

.
...................................................................................................................................................................................................

We have so much time before encryption



First findings

(@ Information 21/12/2021 21:52:39 PowerShell (PowerShell) 400 Engine Lifecycle

Event 400, PowerShell (PowerShell)

General Details

Engine state is changed from None to Available. Powe rS h e I I to d u m p
Detaits credentials

NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostName=ConsoleHost

HostVersion=4.0

Hostld=8ac008c2-76ec-4e32-b970-11608fc 1cc7b

HostApplication=powershell.exe -NoP -C C:\Windows\System32\rundll32.exe C:\Windows\System32\comsvcs.dll, MiniDump (Get-Process Isass).ld \Windows\Temp
\zOMinvYU.dmp full;Wait-Process -Id (Get-Process rundll32).id

EngineVersion=4.0

®E U [ VArAFAvI 4 RrAVAVE NG ] winuipuLleuLJIvi wweo nune

! Error 21/12/2021 19:59:36 DistributedCOM 10028 None
(i) Information 21/12/2021 19:59:36 Eventlog 104 Log clear
ti? Information 21/12/2021 19:59:36 Eventlog 104 Log clear
tiJ Information 21/12/2021 19:59:36 Eventlog 104 Log clear

Event 10028, DistributedCOM

General Details

= Netscan.exe

DCOM was unable to communicate with the computer 10.1.0.254 using any of the configured protocols; requested by PID  a7e4 (C:\Users\Administrator\Music\64_bit_new

\netscan.exe), uidai tivating CLSID

3C5265636F72 0436F6D70757465723D286E756C6C293B5069643D3830343B31322F32312F323032312031383A35393A33363A3136353B5374617475733D313732323B47656E¢€
313731303B466C6167733D303B506172616D733D313B7B506172616D23303A307D3E3C 5265636F726423323A20436F6D70757465723D286E756C6C 2931

69643D3830343B31322F3 2312031383A35393A33363A3136353B5374617475733D313732323B47656E636F6D703D31383B4465746C6F633D313434323B466C6167733D303B




Discovery tool at 19:57

Bua Jderctews [MomMows
H 'E=E:Hz rt 3 ﬁ T OES.T B 009

10 .9 .0 .4 |ge] 0.9 .0 .7 |t e
10 .8 .0 .4 |fo] 10 .8 . 0 . 7 |w=>dd

(10 .1 .0 .0 [fof 10 . 1 . 0 .25 |mm2d V]

HMA ¥ocTa TCP nopTel JaROrMHeHHEA M., Pabouss rpynna Npow3asoAnTens C8T... TEepMUHAN... OnNepaUWwOHHEA CHETaME 1

Administrator [esssssssss] | ﬂ

OobaenTh...

<?xml version="1.0"?> : .

<network-scanner-license> | No6asus/Pesaxtiposars p—
<license>mBYteKnlNi@KU/DMHkgz j: —

+fcjsyPKMoJGz jcbrcEx25BkxKIcdgH5: [pdministrator] Administrator
<upgrade>@</upgrade> — DOMAINCONTROLLER\Administrator
<language>Russian</language> | | DOMAINCONTROLLER)
<nmap>H:\cup\64 bit new</nmap> fononuTenswusf KomMeHTapHA

DOMAINCONTROLLER|
DOMAINCONTROLLER|




Two questions

Administrator

DOMAINCONTROLLER\Administrator 1. Where did they get credentials
DOMAINCONTROLLER)

- already?
DOMAINCONTROLLER)

DOMAINCONTROLLERY) We see Mimikatz's execution after the net scan

i) Information 21/12/2021 19:59:36 Eventlog
(i) Information 21/12/2021 19:59:35 Eventlog

2. Why to clean all the logs Event 104, Eventlog

so early?
General Details

The System loq file was cleared.




Answers

1. Where did they get credentials already?

20.12.2021 at 00:41:57 - file 64_log.txt was created
in «C:\Users\Administrator\Downloads\64\» and it
contains passwords for the Administrator and some
other users

CEEEEE. mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:15:53
¥% ~ ##%¥. "4 La Vie, A L'Amour™ - (oe.e0)

ARTIFACT INFORMATION

Linked Path
Target File Created Date/Time
Target File Last Modified Date/Time

Target File Last Accessed Date/Time

## /N #% /*%% Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

NS % > 1 : gentilkiwi.com/mimikatz

¥ v Vincent LE TOUX { vincent.letoux@omail.com )
VEEEER > https://pingcastle.com / https://mysmartlogon.com **%/

mimikatz (commandline) # privilege::debug
Privilege '20' CK

mimikatz (commandline) # sekurlsa::logonPasswords

C:\Users\Administrator\Downloads\64
20/12/2021 00:36:08
20/12/2021 00:42:01
20/12/2021 00:42:01

2. Why clean all the logs so early?  Because the first intruder tried to clean traces!




What did they do from17.12 to 20.12

ARTIFACT INFORMATION

17.12.2021 (Friday) at 23:05 first strange User Name
connection by the “Administrator” on the Server-1. File Name
User Administrator executed “cmd.exe”: Application Run Count

Last Run Date/Time

Administrator

%APPDATA%\Microsoft\Windows\Start Menu\Programs\System
Tools\Command Prompt.Ink

1
17/12/2021 23:05:03

19.12.2021 at 05:33 the Administrator ran a

19/12/2021 5:33:22

PowerShell script and installed Any Desk.

Advanced_Port_Scanner_2.5.3869.exe
backup.bat

. PsExec.exe and PsExecb64.exe
Later 19.12 a bunch of tools in

C:\Users\Administrator\Downloads\:  FEsssy e s

WebBrowserPassView.exe

netpass (1).exe

I Software Installation AnyDesk.exe

Network scanner

Bash script to delete backups

a legitimate utility enabling the threat actors to
execute files on remote hosts

Multipurpose tool for network inventory (scanning)
Web Browser Password Viewer

Recovering locally stored passwords for network
computers




What did they do on 20.12.2021

Morning

00:44:06 a new folder was created on the Server-1 server - C:\NL\.
00:44:36 the user Administrator executed “C:\NL\WinPcap_4_1_3.exe”
00:45:10 the threat actor visits the folder «C:\NL\arch\mmktz_64\»

From 01:09:43 until 02:36:34 threat actor serf through network folders:

» «My Network Places:\FILESTORAGE\»
> «\\FILESTORAGE\»
» «My Network Places:\10.1.0.00\Backup\».




What did they do on 20.12.2021

Working hours

noth-ing
/'NeTHING/ <

pronoun

1. not anything; no single thing.




What did they do on 20.12.2021

20:22 Advanced_Port_%canner_-2.5.3869’.exe.

-

From 20:39 until 21:17 threat actors examined
folders related to backups on different servers

From 20:42 threat actors access “SERVER-2”
“FILESTORAGE” and “DOMAIN” via RDP:

-

20/12/2021 20:2

20/12/2021

20/12/2021 -

20112/

20/12/2021 21:

20/12/2021
20/12/202

20/12/202

20/12/2021 21

20/12/2021

20/12/2021 22:19:53

207127202

Evening

Incoming
Incoming
Incoming
Incoming
Incoming
Incoming
Incoming
Incoming
Incoming
Incoming
Incoming

Incoming

Incoming

Incoming
Incoming

Incoming

Remote Desktop Services:
Remote Desktop Services:
Remote Desktop Services:
Remote Desktop Services:

Remote Deskiop Services:

Remote Desktop Services:

Remote Desktop Services:

Remote Desktop Services:

Remote Desktop Services:

Remote Desktop Services:

Remote Desktop Services:

Remote Desktop Services:

Shell start notification rec...

Session logon succeeded.

Shell start notification rec...

Session has been disconmn...

Session logon succeeded.

hell start notification rec...

Session has been disconn...

Session has been disconn,..

ession has been disconn...

ssion has been disconn...

ssion has been disconn...

\Administrator
VAdministrator
Administrator
JAdministrator
Administrator
Administrator
Administrator
Administrator
S&dministrator
S&dministrator
fdministrator
Administrator
Administrator
Administrator

ddministrator

ddministrator



21.12.2021 Second threat actor

In the evening of 21.12.2021 someone uploaded a list of tools to the Server-1 to the
«C:\Users\Administrator\Music\»

1. The second attacker uploads some tools that are the same as the first attacker uploaded with the
same or different names:

15t threat actor 2"d threat actor

Advanced_Port_Scanner_2.5.3869.exe AdvancedSERG_Port_Scanner_2.5.3581exe

WebBrowserPassView.exe WebBrowserPassView.exe

netpass (1).exe netpass.exe

Attackers used different folders to keep their tools. The first one used «C:\Users\Administrator\Downloads\»
and «C:\NL\»; the second used the «C:\Users\Administrator\Music\» folder.

The second attacker performs a network scan as one of the first actions after accessing SERVER-1. But we
know that the first attacker already made a network scan on 20/12/2021 at 20:22:49.




Partner Programs

GROUP-IB

RANSOMWARE
UNCOVERED
2021-2022

[Ransom

warel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (I/O), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
is realized on all devices of the domain network in case of administrator rights on the domain controller.



2 actor 21.12.2021

19:58 regedit.exe - «enable_dump_pass.reg» file from «C:\Users\Administrator\Music\MIMIMI\mimikatz\»
20:23 «C:\Users\Administrator\Music\PowerRun.exe»

20:26 «C:\Users\Administrator\Music\VmManagedSetup.exe» - attributed as SystemBC

21:47 «C:\Users\Administrator\Music\AdvancedSERG_Port_Scanner_2.5.3581.exe»

21:56 «C:\Users\Administrator\Music\mmm\Win32\launch.vbs» through WScript.exe

set shell=CreateObject("Shell.Application™)
shell.ShellExecute "mimikatz.exe", log""™ ™"
sekurlsa::logonpasswords™” ""sekurlsa::tickets /export
set shell=nothing

privilege: :debug

exit R

s runas”, @

And from 22:03 there is information about external RDP connection to SERVER-1:

21/12/2021 22:03:35 Incoming Remote Desktop... \Administrator  185.247.71.106
21/12/2021 22:03:35 Incoming Administrator 185.247.71.106
2171272021 22:04:22 Incoming \VAdministrator  185.247.71.106




GROUP-IB

=0

o=

Dashboard

Attacks

f

Investigation

My company

Reports

TIEA
Hunting

o]

Settings

185.247.71.106

Graph

SSH

edlc...6010

185.247.71.106

&

dcd7...3e75

-

b046...d6f1

SKADLIGKOD.SE

Nodes details

Sorthy IP Netname Hosts Location ASN

Active since 2020.09.27 PTR—

= Netname
185.247.71.106 M247-LTD-Stockholm
ASN Hosts gt

AS9009 8

Round up and summaries

Location
SE

Ports

9000 53 443

As in my previous report, the company M247 Ltd is still the most used internet egress point all
over Europe. It is used by nearly all VPN providers at least once (M247 is still not available in

Sweden).




More tools uploaded on 24.12.2021? But why?

«C:\Users\Administrator\Music\»

64.exe is a PC Hunter version 1.0.0.5
dfControl.exe is a Defender Control v.2

User Ancoﬁnt Comrol

: Do you want to allow this app to make
5* Defender Control v2.0 changestoyour dewce?
Windows Defender is running

@  Epoolsoft Windows Information View Tools
Disable Windows Defender

Verified publisher: —& 888 (At5) EERAFRAT
Enable Windows Defender File origin: Hard drive on this computer

. Show more details
Open Security Center Menu ...

Yes




Because we’re in! IR started 24.12.2021

Overview Blocked First seen 24 Dec 2021 1 te 24 Dec 2021 19

General Information

Huntpoint activity
ctivity File nan C:\Users\Administrator\Music\MIMIMI\mimika... le C\U .

Info

Asset | 1as 0 malicious processes running on the computer
First seen 24 Dec 2021 18:56:21 Last update 24 Dec 2021 19:00:32

Download CSV

0 "
IoCcKed

System: Microsoft Windows Serv... Appliance Huntpoint

Svgnatures 3 R ‘ | “Why iS my mlmlkatZ

o () () \ &, don’t want to start?”

24.12.2021 06:52:51 | Malicious file C:\Users\Administrator\Music\MIMIMI\mimikatz\!start.cmd o...
24.12.2021 06:51:21 | Malicious file C:\Users\Administrator\Music\MIMIMI\mimikatz\!start.cmd o...

24.12.2021 06:50:32 i\ Malicious file C:\Users\Administrator\Music\MIMIMI\mimikatz\!start.cmd o...



GiB vs Threat Actor fight

///A \’“ “ M a.y b e W i N d OWS %" Defender Control v2.0

. Defender tries to Windows Defender is running
| prevent it?”

Disable Windows Defender

Enable Windows Defender

19 ) H : ]
I ” d|Sab|e |t' Open Security Center Menu ...

Malicious file C:\Users\Administrator\Music\dfControl.exe open attempt Filename: C:\Users\Administrator\Music\dfControl.exe

Source Details Threat Details

Hostname: Filename: dfControl.exe ( 456.6 kB)
Huntpoint MDS / SHA1 / SHA256 10d8edca3fa2902859¢77f41baeeddda
24122020
C:\Users\Administrator\Music\dfControl.exe Verdict: Malicious, 75.2%
24122021 Reports:

C:\Users\Administrator\Music\dfControl.exe




GiB vs Threat Actor fight

UserAAAocou‘mtl éo;\‘tt:l
Do you want to allow this app to make
changes to your device?

*“What’'s happening!?
| need to check the
” Verified publisher: —& 888 (Ib3) SERABFEALT
p Frocesses l File origiFr:: Hard drive on this corfputer

& Epoolsoft Windows Information View Tools

Show more details

Yes

OH! There’re GROUP-IB EDR! Release the KRAKEN !1!!




GiB vs Threat Actor fight

241 %2021
?‘;‘-!%2021

24.12.2021

Cobalt Strike!!! g o

BE4D powershell e "COW

ystem Microsoft Windiows Appliance Huntpoi
2597 conhostexe Od ;
Signatures 5
riagered static or behavioral r
BEO? powershellexe -nopwhidden-encodedeommandABz ADOATgBLAH:ALDBPAGLABgBIAGKALAAGAFKATwiAWAFOASOBIAGEA: _ £t 1
Sewnrity bevet High & Madism Lo
- I powershellexe -Yersiond.O-s-Nologo-Mof

212 AR 1BS5E b Cohalt Strikoe i tion pipe
364 undli32 exe C\Windows\syswowtd 32 axa MpErSong detect:

Malicicus hunipaint activity
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Issuer

Common Name

Outlook.live.com

Organizational Unit
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1
welcomes you

i

This site contains information about

companies that did not want to cooperate

with us.

Part of the information is for sale, part s freely available.

have fun.

| I-Recovery_Instructions-! - Notepad

File Edit Format View Help

! YOUR NETWORK HAS BEEN COMPROMISED !

All your important files have been encrypted!

ANY ATTEMPT TO RESTORE A FILE WITH THIRD-PARTY SOFTWARE WILL PERMANENTLY CORRUPT IT.

No software available on internet can help you. HWe are the only ones able to solve your problem.

We gathered data from different segment of your network. These data are currently stored on a private server and will be imme
If you decide to not pay, we will keep your data stored and contact press or re-seller or expose it on our partner's website.
We only seek money and do not want to damage your reputation or prevent your business from running.

If you take wise choice to pay, all of this will be solved very soon and smoothly.

You will can send us 2-3 non-important files and we will decrypt it for free to prove we are able to give your files back.
Contact us.

restoreassistance_net@wholeness.business

restoreassistance_net@decorous.cyou

In the subject write - id-VAb746bb398b




Let’s reconstruct the whole picture

Reconnaissance and — Probably scanning internet and bruteforce Open RDP on server
initial access

Upload mimikatz, Advanced IP Scanner, Total Network Inventory

Delivery and execution .
Y and password-stealing tools

Advanced IP Scanner + SoftPerfect netScanner+ SyStemBC +

Discovery and
CobaltStrike

Lateral Movement

Actions on objectives Attempts to avoid defence + Panic and Sadness




Conclusions about IR

1. Tl Approach shows how it should be

2. EDRs are working and needed in modern IR

3. No Impact was made
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